UYTO AEJNIATb, ECJI C KAPTDbI
YKPAJIU OEHbI'?

3ABJIOKUPOBATb ......................_
KAPTY "

- No HoMepy TenedpoHa 6aHka Ha 6aHKOBCKOM
KapTe unu Ha oduLManbHOM canTe

- yepes MO6UIbHOE NpuoXeHue

* yepes NIYHbIN KabuHeT Ha odpuLManbHOM
caunTe 6aHka

- B OTOENeHun 6aHka

e HAMUCATb ... ... ...
3ASIBNTIEHME O HECOITIACUM

C ONEPALUMUEN

3asBneHue AonkKHO 6biTb HanNnMUcaHo:

- B TeYEeHMe CYTOK nocrne coobLieHns
O CnucaHum geHer

* Ha MecTe B oTAeneHny 6aHka

e OBPATMTBCSH - - .
B MONULIMIO

YeM 6ornblie ntogen nopanyT
3asiBNeHUs], TEM Bblllie BEPOSTHOCTb,
UYTO NPECTYMHUKOB NOMMaIOT



KAK OBE3OMNACUTb AEHbI'N HA CHETAX? ;

®¢ HUKOMY HE COOBLIAUTE:

* CPOK AEUCTBUA KapTbl M TPEX3HaYHbIA Kof Ha ee 060pOTHOM
cTtopoHe (CVV/CVC)

* Maponu 1 Koabl U3 yBeaoOMIeHUM
* IOTMH M Naporb OT OHNanH-6aHKa

® HE NYBENUKYWTE

nepcoHasibHbie AaHHble B OTKPbITOM JOCTYne

® YCTAHOBUTE

aHTUBMPYCbl Ha BCe YCTPOMCTBA

e KOOOBOE C/IOBO

Ha3biBamMTe TONbKO COTPYOHUKY 6aHKa, Korga camMmu 3BOHUTE

Ha ropa4yio JIMHUIO

BaHK He KOMMeHCUpyeT noTepu, eCsiv Bbl HApyLWwuU/iun
npasuna 6e3onacHOro UCnosib3oBaHus KapThbl

1 Monpo6Hee o npaBsunax 6eaonacHocTn duHaHcoBas
yuTanTe Ha fincult.info KynbTypa



OCTOPOXXHO:
MOLLEHHUKW!

BaMm 3BOHAT U3 6aHKa U NPOCAT COO6WUTD
nepcoHarnbHble AaHHble U UHpopMaLmio
o kapte/cuyete — Y bTE BAUTEJ1bHbI,
3TO MOr'YT BbiTb MOWEHHUKMHA!

3M10YMbILWIEHHUKM C MOMOLLBIO CMeLManbHbIX TEXHONOMMIA
MOryT caenaTtb Tak, YTO Ha 3KpaHe Ballero TenedoHa
BbICBETUTCS ObULMasibHbIM HOMep 6aHKa.

OHM MOryT 06paTUTLCS K BaM MO UMEHU-OTYECTBY U MOMPOCUTL
CeKpeTHble CBeeHMs O KapTe WK cyeTe. Hanpumep, Ytobbl
OCTaHOBMUTb MOOO3PUTENBHYHO OMEPALIMIO.

B YEM OMACHOCTb N YTO AEJIATb?

Y3HaB HYXHYI0 UHpOpMaLMIO, NPECTYNHUK MOXET
YKpacTb BallM AeHbIru.
e He rosopuTte 1 He BBOoauTe NMNH-KOA, TPEX3HAUHBIN KOA

C 0b6paTHOM CTOPOHbI KapTbl, UM OOHOPA30BbI Naposib
n3 CMC.

® He HabupalTe Ha TenedoHe HUKAKMX KOMBUHALMA
M He NepexoamTe Mo CCbINKaM.

e [lonoxmuTte Tpyoky. Mo3BoHUTe B 6aHK No obuLmanbHOMyY
HOMepY — OH eCTb Ha canTe UM obpaTHOM CTOPOHE KapTbl.

e CaMocCTosATeNbHO HabepuTe HOMepP Ha KraBuaType
TenedoHa. He nepesBaHmBanTe 06paTHbIM 3BOHKOM, §
Bbl MOXETe CHOBa MOMacTb K MOLIEHHMKaM.




c 3BOHUTE B HaHK caMu

HabupaiTe HoMep BpyuHyto. TenedoH ropsiuen
JIMHUM YKa3aH Ha 0BpaTHOWM CTOPOHE KapTbl
M Ha oduLmanbHOM camTe 6aHKa.

MepesBaHuBasi Ha HOMep, C KOTOPOro NpuwWen
3BOHOK M/ COO6lLIeHMe, Bbl pUCKyeTe CHOBa NonacTb
K MOLIEHHUKaM.

9 CocpepoToubTech

Ecnu 6aHK BbISBUT NOOO3PUTENBHYIO TPaH3aKLMIO,
OH MPUOCTaHOBUT €€ Ha CPOK A0 ABYX CYTOK.

Y Bac ecTb 48 4acoB, YTO6bl CMTOKOMHO NPUHATL
pelueHu1e: NoOATBEPAUTD UM OTMEHUTD ONepaLMmIo.

e He roBopuTe HUKOMY CeKpeTHbie KOofbl

Ecnun Bac y6exaaloT npoamnkToBaTb UM BBECTU
CVC/CVV-kop Ha 0bpaTHOWM CTOpOHE KapTbl, MMH-KOL,
vnn koapl n3 CMC — 370 MOLWEHHUKMN!

HasbiBaTb KO OBOE C/IOBO MOXHO, TO/NIbKO €C/1 Bbl CaMU
3BOHWUTE Ha ropsYYIo IMHUIO 6aHKa.

@ baHk Poccum

KOHTakTHbIM LieHTp BaHka Poccum: MHTepHeT-npreMHas
8 800 300-30-00 BaHka Poccuum:
(mns GecnnaTHbIX 3BOHKOB www.cbr.ru/

13 pervoHoB Poccum) reception



@ baHk Poccum

KAK SALLNTUTDBCHA
OT PULLUHTA



KAK YBEPEUYbCS
OT ®ULLMUHIA?

YcTaHOBUTE aHTUBUPYC U PerynspHo
obHOBNANTE €ero

CoxpaHsanTe B 3aKragkax agpeca
HY>XHbIX CaUTOB

He nepexoauTte no nogo3puTenbHbIM CCbi/IkaM

Wcnonb3yiTe OTOENbHYIO KapTy ANS NOKYMNOK
B VIHTEPHETE, KNaMTe Ha Hee HYXKHYIO CyMMY
NpsIMO Nepef onnaTom

e

vy

=
?

“Xia Moppo6bHee o npasunax

]

EEH KMGeprurmeHsl YuTanTe Ha

duHaHcoBas
KynbTypa



HA BAC
BbIXOOAT CAMU

AdepucTtbl MOryT
npencTaBUTbLCS
cnyx6omn
6e3onacHocTu 6aHKa,
HaJIoroBowu,

npoKypaTypom

o600 HeoXXnaaHHbIN
3BOHOK, CMC

W1 NUCbMO — NOBOA,
HaCTOPOXUTbCSA

PALYIOT ©

BHE3AMHOM
Bblroaou
WU NYTAIOT

CunbHble aMoummn
NpUTYNASAIOT
60MTEeNnbHOCTb

______

© HABAC OABAT

AdepucTbl Bcerna TOponsr,
4yTO6bI Y Bac He 6bi/10 BpeMeHU
BCe o6ayMaTb

3BOHAT
13 6aHka, nonnumMm
WN Opyrow opraH13aummn?

~ YBEOUTECH,

YTO 3TO HE MOLWEHHUKN!

nPOCAT
COOBLWNTDb
AAHHbIE

3/10yMbIWNEHHUKOB
UHTepecyioT
PEeKBU3UTbI KapTbl,
naponu u Koapl

13 6aHKOBCKMX
yBeooMNeHUn

roBOPAT
O AEHbrAX

Mpepnaratot
cnacTtm
cbepexeHus,
nony4ymMTb
KOMMeHcaLuuio

WU BIOXUTBCA

B MHBECTULIMOHHbIN
NpoeKT



@ BAXHO!

CoTtpyaHukm 6aHkoB 1 nonuumm HUKOMOA
He CrnpalwmBaloT PeKBU3NTbI KapTbl, Naponm
mn3 CMC, nepcoHasnbHbie€ AaHHbIe U HE NMPOCAT
coBepluaTh NepeBoAbl C Ballen KapTbl

HUKOIrAA HUKOMY
HE COOBLLAUTE:

koAbl s CMC

Tpex3HauyHbIX Kof, Ha O60pPOTHOM CTOpPOHEe
kapTbl (CVV/CVC)

PIN-kopn

naponu/noruHbl K 6aHKOBCKOMY MPUIIOXEHUIO
M OHNanH-6aHKy

KOAOBOE C/oBO

nepcoHasibHble faHHble

Sp
% Kak 3awuTutb cBoM pUHaHCHI,
= *  yuTauTe Ha fincult.info

®duHaHcoOBas
KynbTypa

o



YcTaHOBUTE aHTUBUPYC U perynspHo o6HOBNsNTe ero

3aBeauTe oTAeNbHYIO Ae6eTOoBYIO KapTy A/ niaTtexen
B UHTEPHETE U KJlaQuTe Ha Hee HY)KHYIO CyMMy nepef,
onnaTtou

Bcerga npoBepsaiTe appeca aN1eKTPOHHOM MOYTbI
W CaTOB — OHU MOTYT OT/ZIMYATLCA OT OpULIManbHbIX NNLLb
napom CUMBO/OB

He nepexoauTe No cCbisikaM OT HE3HAKOMLIEB — Cpasy
yaansite COMHUTEsIbHbIe COOBLIeHUS

Hukomy He coobuianTe CBOU NepcoHasibHble AaHHble

Monpo6Hee o npasunax KMbeprurnexsb
yutanTe Ha fincult.info

®duHaHcoBas
KynbTypa




KAK SALLUTUTDBCH

OT OHNMAMH-MOLWEHHUKOB

Y1o6bl fO6paTbCcs A0 Bawmx 6aHKOBCKUX CYETOB,
MOLUEHHUKaM HYXHbI Bally NepcoHasbHble AaHHble
M peKBU3UTbI KapT

Kakune cxeMbl MCnonb3yoT adepucTbl?

OBELLAIOT 30J10TbIE MOPbI

Onpochbl 3a Bo3HarpaxgeHue, couuarnbHbie BbinaTbl
WK CBEpPXNPUELINbHbIE MHBECTULIMOHHbIE NPOEKTbI.
FapaHTUs 6bicTporo o6oraleHus - Npu3Hak o6MaHa

3AMAHUBAIOT HA PACIMNPOOAXU
OrpoMHble CKUAKU U HU3KUE LieHbl MOy T OKa3aTbCsi
MOLLIEHHWUYECKOMN Y/IOBKOW

CNEKYJTUPYIOT HA TPOMKUX COBbITUAX
HanpwumMep, 06baBnsIOT c60p AeHer Ha paspaboTKy
BaKLWH, 06ellaloT BepHYTb AeHbr1 3a OTMEHEHHbIe
peicbl Uy Npep/iaraioT NoNy4YnUTb
rocynapcTBeHHble AoTauum

MACKUPYIOTCH
PasbirpbiBaloT pornb NpogasLOB U NoKynaTenemn
Ha nonynspHbIX canTax o6bsBNeHUA



